POLICY PLANNER

As enterprise networks and device configurations continue to grow in complexity,
managing and implementing change has become more and more difficult. Manual
upkeep of ever-changing demands on network access and security is nearly
impossible. This approach is not only time consuming; it leaves room for error along
the way.

Policy Planner for FireMon Security Manager automates change workflow,
recommends rule changes, analyzes impact of proposed changes and documents
the purpose and ownership of rules.

WHAT IS POLICY PLANNER?

FireMon Policy Planner is a change workflow solution that automates the change process and

gives firewall administrators the tools they need to evolve policy and protection over time. This
web-based module collects user requirements, recommends rule changes, provides detailed risk
assessment of requested changes and supports full system audits and verification. Policy Planner
works alongside existing business-process automation tools and enables communication throughout
the change process.

Task Resolution Date/Time Notes

verify Solution Verify Wednesday 11:44AM

Implement Change Complete Wednesday 12:03AM done with install.... Tested successfully
Approve Design Approve Tuesday 4:32PM it's good to go

Design Solution Complete Tuesday 12:20PM Hey, please do this tonight

Provide More Info Complete Tuesday 9:37AM

Design Solution MNeed More Info Monday 4:15PM These destinations and services do not seem

accurate. Please update

Request Ticket Submitted Monday 3:03PM

Quickly check that changes followed the appropriate validation and verification procedures.

FireMon Policy Planner augments network security change workflow with firewall-specific
functions that:

® Define device-specific compliance policies and ensure that proposed changes will not
violate those standards prior to implementation.

®  Capture firewall fields including source, destination, service and justification.
® Eliminate engineering for requirements already satisfied by firewall policy.

®  Provide technical recommendations for all necessary firewall changes.

®  Assess risk exposure for new access requests prior to implementation.

®  Document rule changes in FireMon Security Manager.
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PROACTIVE SECURITY INTELLIGENCE
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WHY POLICY  PLANNER?

Ensure that the right firewall changes
are made at the right time using
fewer resources.

USE POLICY PLANNER TO:

e Assess risk of requested access.

e Proactively analyze proposed
changes for policy compliance.

Reduce cost of documenting
compliance.

Improve firewall administrator’s
efficiency.

Enable business, technical and
compliance change review.

FEATURES:

e |T change workflow enhancement

e Integration with existing business
systems

Prevention of risky access requests

Documentation of approvals

REQUEST A FREE TRIAL OF
POLICY PLANNER:
WWW FIREMON.COM



http://www.firemon.com
http://www.firemon.com

SOLUTION FEATURES

RAPID RISK ASSESSMENT

Assess and communicate risk associated with new access requests while
keeping pace with the change and complexity happening in the network.

®  Detect when new access will uncover a vulnerable system.
®  Scope proposed changes prior to implementation.

®  Streamline approval for access that doesn’t affect the
risk profile.

®  Provide analytics and visibility necessary to prevent
introduction of problematic settings.

ADVANCED BUSINESS PROCESS INTEGRATION
Integrate Policy Planner with existing process management solutions
while adhering to Business Process Model and Notation (BPMN) best
practices. Using the BPMN standard, multiple teams, including business
and technical users, can customize workflows, queue-specific templates
and ticketing flows specific to their request.

In addition to full-text search capabilities, Policy Planner writes ad-hoc
queries based on any ticketing requirements-related fields. Users can
monitor open tickets via dashboard widgets or manage the engineering
force using a list of open items, assignees and time-in-queue.

RULE RECOMMENDATION

FireMon Policy Planner Rule Recommendation analyzes the current
behavior of rule sets and determines any necessary changes instantly.
It also assists with common scenarios including:

® No Change Necessary — Policy Planner will identify when a
new requirement duplicates access that is already accounted
for in the standard firewall policy before the proposed
engineer proceeds with implementation.

®  Similar Access Exists — Policy Planner will find rules that allow
similar access to a new request to avoid creation of surplus
rules and complexity.

PROACTIVE COMPLIANCE CHECKING

Ensure that newly added rules or configuration changes meet existing
compliance policies and best practices during the rule planning stage.
Different checks for different device groups may be configured. For
example, applying corporate audit checks to all devices and adding PClI
audit checks only to devices in a PCI data environment. Audit results are
displayed before the rule changes are approved, showing whether or not
to implement policies as currently designed.
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Model the effect of requested changes prior to implementation.

Rule Planner x

Review Requirement » Select Devices » Select Policies » (@ Select Recommendations

Policy Planner has generated the rule recommendations shown below. To view the details for a particular
recommendation, click the Recommendation Summary link for that recommendation. Select the
recommendation(s) you want to accept and click Finish. You must select at least one recommendation.

Recommendation Details x

=

| CREATE a Rule ABOVE rule 14 in Policy From: Trust To: Untrust
¢ Recommend creating a rule above the referenced rule because it completely matches
the requested access but with a different action.

Number Name Source Destination Service  Action =
) 192.168.2.8/30 192.168.20.28/30 any ACCEPT °
14 Cleanup Any Any ANY DROP

< Back Finish Cancel

4

Detailed Rule Recommendations

Compliance Checks

b 4 Find Rules with Any — PASSED
= € Don't allow traffic from 192.168.20,1 — FAILED
The following rules failed the check.

Device: Chi_Nckia Policy: Nokia 148-1

Rule Mzme  Source Destination  Service  Action Log Comments

o 192188301 182163301 TCPhiinltepB0) {RY Accent = Hone

Identify proposed rules that violate existing
compliance policies.

Learn more about our solutions:
www.firemon.com
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